3axucTt iHcpopmauil

YK 003.26:004.056.55

B.T. Ba6eHK0], H.B. Jlana®

I . . .
Ooecvka nayionanvra akademis 36°a3ky im. O.C. Ilonosa, Odeca
2 « « . « .
Yepracokuii oeparcasnull mexnonoziunull ynisepcumem, Yepracu

CUHTES3 | AHAJI3 OMNEPALIA KPUNTOIMPA®IYHOIO AOOABAHHA
3A MOAVYJIEM ABA

B cmammi 30iiicneno cunmes ma ananiz epynu onepayiii 060po3ps0H020 KPUNMOSPAPIUHO20 000ABAHHS 34
MoOynem 08a. [{oeedeHo, o cunme308ana spyna onepayil € 2pynoio nepecmano8oK ma NoKazaua ii. npuoamuicms
0711 BUKOPUCIANHS 8 AI2OPUMMAX KpUnmozpagiunozo nepemeopenns. B pesyivsmami 00CiiodlcenHs 6CMAaH08IeHO,
WO MHONCUHY Onepayiil Kpunmozpagiunozo 000aanHs 3a MOOYIeM 08a MONCIUBO 3ACMOCO8YSAMU OJisl NPAKMuUY-
HO20 GUKOPUCMAHHS /151 PO3ULUPEHHSL KLIbKOCMI Onepayitl Kpunmozpa@iuno2o nepemeopeHist inpopmayii.

Knrouosi cnosa: xpunmoepaghiuni ancopummu, onepayii KpunmozpagivHo2o nepemeopens, onepayisi 000a-
BAHMS 30 MOOYIIeM 084, KOMYMAMUBHICIb, eKEIBAIEHMHICMb, 2PYNA NePeCcmaHOBOK.

BcTtyn

IMocTaHoBKa mMpo6aeMu. Y cydacHOMY iH(opMa-
LITHOMY CYCIIIBCTBI BEJIMKY 3arpo3y KoH(iaeHmiiHoC-
Ti Ta UTiCHOCTI iH(pOpMaii npeacrasisie Kibep3nournH-
HICTh. 3POCTaHHA KIIBKOCTI KibepaTak Ta TOCTYITHICTB
MPOrpaMHO-TEXHIYHHUX 3ac00iB Ui iX peanizamii 3ymo-
BIIIOE HEOOX1HICTh PO3POOKH CYJ4acHUX 3ac00iB iH(]O-
pMatiiiHoi Oe3neKu rpoMaisiH Ta AEPHKABU B LITIOMY.

OTKe, aKTyaJIbHOIO 331a4€l0 € CTBOPEHHS Ta BJIO-
CKOHAJICHHSI CHCTEM 3axHCTy iH(opmarii, 30kpeMa aj-
TOPUTMIB KPHUIITOrpaivHOro 3aXUCTy, 10 B OUIBIIOCTI
BUIIAJKIB € 0a30BHM S/IpOM Takux cucreM. Ha nanwmii
Yac OCHOBHUM IHTAaHHIM, IO MiJIsIra€ BUPIIICHHIO, €
30inblIeHHsT 00’ €MiB iH(OpMallii, 1110 MoXke 00poOIATH-
cs QyHKUissMU KpunrorpadiuyHoro neperBopeHHs. On-
HUM 3 TIAXOIB BUPIIICHHS JAaHOI MPOOJIEMH € 3aCTOCY-
BaHHS MaTPUYHUX OOYHCIICHb.

Came ToMy 0COOJIMBY yBary IpUALICHO TEXHOIOTIT
BHKOHAHHS MAaTpPH4HOI omepamnii KpunrorpagdigyHoro
MIEPETBOPEHHST BEIMKOI PO3MIPHOCTI 3a JJOMIOMOTO0
¢bopMyBaHHS Ha Ti OCHOBI JEKIIBKOX MATPHYHHX OIle-
pauiii MEeHIIo1 PO3MipPHOCTI 3 TOJAIBIIOI MOXIHBICTIO
3aCTOCYBAaHHS JJAHOI TEXHOJIOTII Il pO3POOKH KPUIITO-
aJITOPUTMIB.

OcHoBOIO (yHKIIT KpunrorpagidHOro mepeTBo-
peHHs € 6a3oBa omeparis. Tomy it BupitieHHsS chop-
MYJIbOBaHOI MPOOJIEMH HEOOXiTHO MPOBECTH CHHTE3 Ta
JIOCITIJPKEHHS] MHOXXHHU OIIEepaliii TBOPO3PSAHOTO KpH-
nrorpaivHOro J0AaBaHHS 32 MOAYJIEM J[Ba 3 TOYHICTIO
JI0 TIEPECTAHOBKH, OOTPYHTYBATH MOXKJIMBICTh 3aCTOCY-
BaHHS BUSIBJICHOI TPYIH OIlepalii B SKOCTI omepaii
KpuITorpagiyHoro go1aBaHHs 3a MOJYJIEM JBa.

AHani3 ocTaHHIX AocaigkeHb i myOJikaniid. B
[1] 3anponoHOBaHO 3aCTOCOBYBAaTH MaTpH4HI ONepaii
KpHIITOrpadiyHOro NepeTBOPeHHs Ta KPUIITONPHUMITHBH
noOy/oBaHI Ha OCHOBI HUX JUIS alTOPUTMIB 3aXUCTy
iH(pOpMaIifHUX pecypciB.

B [1, 2] noBeneHo, 110 3aCTOCYBaHHSA MaTPUYHHUX
orepaniii KpunTorpagiyHOro NepeTBOPEHHS MiJBHIILYE
IIBUIKO/II0 OOpOOKH JaHUX B KPUITOCHCTEMAx 3a pa-
XYHOK I1apajiefIbHOr'0 TIpOlleCy BUKOHAHHS omeparii
KPHIITOIIEPETBOPEHHSI.

OTpuMaHi pe3ybTaTi HAYKOBUX JIOCIIHKEHb B [2]
MiATBEPKYIOTh, 10 CKJIaJHICTh BHKOHAHHS MaTpHY-
HUX omepauiii KpunTorpadiyHoro mnepeTBOPEHHS Ha-
TIPSIMY 3aJIEKUTh BiJl KUIBKOCTI ornepanaiB. ToMy ogHIM
i3 BapiaHTIB pINICHHS aHOI MPOOJIEMH € MOXJIUBICTh
MIPE/ICTaBJICHHS! MATPUYHOI OTIepalii BETMKOI pO3MipHO-
CTi Y BUTJISIII IEKUTBKOX OIepariii MEeHIOoI po3MipHOCTI,
SIKi BUKOHYBAaTUMYThCS Ha0araTto MIBU/LIE, TOMY IO iX
CKJIaJIHICTh B Pa3u MEHIIA.

Meta po6oTH — 3IifICHUTH CHHTE3 IPYIH OIepa-
il JBOPO3PSHOrO KpUNTOrpadiyHOro AOAABAHHS 3a
MOJIyJIEM JIBa Ta IPOBECTH aHAJIi3 IIO0 MPUAATHOCTI 11
BUKOPHCTaHHS B ajJrOpUTMax KpUNTOrpadivyHOro mepe-
TBOPEHHSI.

OcHoBHMM MmaTepian
Omneparrito I1BOPO3PAIHOTO KPUITOrpadhiaHOro I0-
JaBaHHA 3a MOJyJIeM [Ba MOXKHA MPEACTABHUTH SIK
X @y

Frnod2 =

, 1€ Xi, Vi e{O,l} — po3psiau iHpopma-
X, @y,

il BiAOBigHO, ie{l,2}, @ - omepariis gomaBaHHA 3a

MOOYJIEM IBa.

116

© B.I. ba6enko, H.B. Jlana



3axucm ingpopmayii

Buxonsuu 3 HaBeJCHOI MOIENi orepamii MO)KHa
noOyAyBaTH TPYIy aHAJIOTIYHHUX OIEpalliif 3 TOYHICTIO

JI0 IEPECTaHOBKH. Pe3ynibTaTu CHHTE3Y JaHUX OIeparii
nasezeHi B Ta0n. 1, ne F — i-ta omepauis kpunrrorpa-

(iyHOrO NOmaBaHHI, i€ {l..24}, TaK sIK JaHa Oreparis

Mae 4 onepaHay, To i=4!=1-2-3-4=24.

JI71st IpOBEICHHS TTOIAJIBIIION0 aHAJI3y CHHTE30Ba-
HUX OIepalliii JOiJbHO BBECTH HYMEpAIlilo OIeparil,
sika HeoOXi/IHA IS CIIPOIICHHS OCHIKSHHS Pe3ybTa-
TiB CHHTE3Y.

Tabmuns 1
MHoX1Ha oneparii
Mogens omepartii Mogens omepartii Mogens omepartii Mogens omepartii
X @ x| ® X, @ X, @D
Fl=1 Y F, = 19Y2 F = 29Y F, = 29y
Xy @y, Xy @y X1 @y, X1 @y
X1 Dx X, @ ®x @
F = 1 2 F, = 19Y2 F7=Y1 2 %zh Y2
1Dy, MECRY) X1 @y, X1 @ X,
X1 ®x, X1 @y ¥2 ©x, Y2 @y
kg = Fo = F= K, =
Y2 @y y2 ®x, X1 @y X1 DX,
Y1 9% 1©y, Xy @ Xy X, @y,
F3= Fg4= Fs= Fig=
Xy @y, Xy ® X 1Dy, y1 DX
Xy ®x X, @y Y2 @y y2 ®x
17 = Fig = Fg= Fy =
Y2 @y ¥2 ®x4 Xy ® X X, @y
Y1 ©x y1©x, y2 DX y2 ®x,
= Fy, = Fy; = Fy4 =
y2 ®x, y2 ®x4 y1 DX, y1 DX

Tak sk mpencrasieHi B Tabn. 1 omepariii MOXyTb
PO3TIIsIATHCS SIK OJHA OTEpAIli€l0 3 TOYHICTIO JIO Tepe-
CTaHOBKH, TO BOHU 30epiraloTh BCi BIACTUBOCTI olepa-
1ii JBOPO3PAAHOTO KpHUNTOrpadivyHOro I0IaBaHHSA 3a
MOJIYJIEM JIBa Ta BiJPI3HSAIOTHCS JIMIIE PE3yNbTaTaMu iX
BHUKOHAHHSI.

Tak sik omeparist ABOPO3PSIIHOTO KpunTorpadgiy-
HOTO JI0JJaBaHHA 32 MOAYNeM ABa € 0a30BOrO A Oara-
ThOX (YHKIIHA NepeTBOpeHHs] KpunTorpadiyHux ajiro-
PUTMIB, TO MOXXEMO 3alpOIIOHYBATH, IO il MOXJIHBO
3aMiHUTH Ha OyAb-fKy IHIIY omepamilo i3 THX, IO
OTpUMaHi B pe3ynbTarti cuHTe3y (Tadi. 1).

B Toii ke yac, MO)KeMO KOHCTAaTyBaTH, 1110 CUHTE-
30BaHa MHOXKWHA OIepaliiii XapakTeph3yeThCs Ha JTUII-
KOBICTIO, aJDKe B Hill MPUCYTHI omeparii, sKi BOJIOMIIOTH
BJIACTHBICIO KOMYTaTUBHOCTI.

Tomy BuHMKae moTpeba y CKOPOYEHHI KUIBKOCTI
orepariif, o YTBOPIOIOTh MHOXKUHY OINepariii ABOpo3-
PAAHOTO KpUOTOrpadivHOrO0 MOJABAHHS 3a MOIYJIEM
JiBa.

Ile MOXJIMBO 3a paxyHOK BHSBJICHHS Ta BHKpeEC-
JIEHHSI TaKHUX OIlepalii, 10 MaloTh BIACTHBICTH KOMY-
TaTUBHOCTI [3, cT. 41], T0o6TO

x®y=c,
y®x=c,
3BiACH
xXOy=y®x.

A 1e o3Hauae, IO PE3yNbTAT 3aCTOCYBAHHS JIBOX
PI3HUX orepariii OqHaKOBHH.

[poBiBumIM aHasi3 OTpEMaHOI MHOKUHH OIIEpallii,
Oyn0 BUSIBICHO Taki KOMYTaTHBHI MapH oOllepalii
Tadm. 2.

Tabnus 2
KomyraTuBHi Mozeni oneparii

BignosimHi mapu Mozeneit onepariii
Fo=F Fs3=F Fo =K
E=h FyzK Bk
Fy = Fs Fs =Fs Bi=h
Fo=h Flo =Fy Fp=h
Fi=F F7 =Fs Fy3=F
Fp =K Fg=F b=k

CKOpOTHBIIK KUIBKICTh CHHTE30BAHUX OIEpAaIlii,
OTPUMA€EMO OCHOBHI oreparii rpymnu — Taoi. 3.

JIBi cucreMu JiHIHHHMX PIBHSHb Ha3MBalOTHCS €K-
BiBaJICHTHUMH, SKIIIO JOBUTBHUHN PO3B’ 30K OTHIET 3 HUX
€ PO3B’SI3KOM 1HIIIOI Ta HAaBIAKH (TOOTO SKIIO BOHU Ma-
I0Th OJTHY 1 Ty )X MHOXKHHY PO3B’SI3KiB).

O4YeBHIHO, IO TMOHATTS CKBIBAJICHTHOCTI BOJIOJIE
BJIACTUBICTIO CHMETPUYHOCTI, TOOTO skmo A~B, To
B~A [3, ¢. 69].

B xomi mocmiKeHHS OCHOBHHUX OIEpalliii rpyIu
(Tabi. 3), BCTAHOBJICHO, 110 BUKOPHUCTAHHS CKBIBaJICHT-
HUX cucTeM (omeparliii) IpU3BOIUTH J0 MEPECTAHOBKH
pe3ynbTartiB mudpyBaHHs B Kpunrorpadii, TOMy BOHH
MOXYTh BUKOPHUCTOBYBATHCS INPH PO3pOOILI
rpadiYHUX aJrOPUTMIB.

KPHIITO-
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Ta6mums 3 BucHoBKu
OcHoBHi orepari [IpoBenu aHani3 CHHTE30BaHMX Ha OCHOBI Tepe-
Mogenb oneparii CTaHOBOK oOIlepartiit im3a ZIOTIOMOT 00 3HAXOIIKEHHS KO-
MYTaTHBHHX OIEpaIliid BUIUTHIN B SIKOCTI OCHOBHHX 4
F < X1 Dy ormeparlii JABOPO3PSITHOrO KpunrorpadigyHOro JoaaBaH-
1 X, @y, HA 32 MOAyJieM aBa. Tak sk OTpuMaHa MHOXKHHA OIepa-
il € Tpymnor mnepectaHoBok Gy, TO MaHa Tpyna Mae
X, Dy, TOYHO TaKi BJIIACTHUBOCTI SK 1 JOJABaHHSI 3a MOIYJIEM
F, = X, Dy, nBa. ToMy oTpuMaHa B JOCTIIDKEHHI Tpyla oIepariiit
JIBOPO3PAIHOTO KPUNTOrpadiyHOro J0JaBaHHS 3a MO-
X, @y, IyJeM JiBa MOXKE PO3IIMPUTH KUIBKICTH OIepariii, o

k= % @y, 3aCTOCOBYIOTBCS Y OJIOKOBHX Ta MOTOKOBUX IIH(pax.
Cnucok nitepatypu

Fy = x29Y3 1. Kpunmocpaguueckoe koouposanue: memoosi u
X1 @y cpeocmea  peanusayuu: mouozpagpus / B.H. Pyounuyxuii,
C.B. ITugnesa, B.I'. Babenro, U.B. Muponey u op. — Tonvsam-

Fo = x; ®x, mu: Tonvam. 2oc. yn-m, 2013. — 196 c.
3 v ®y, 2. Pyonuyvkuii B.M. Aneebpaiuna cmpyxmypa mHo-
orcunu no2iynux onepayiu xooyeamnnsi / B.M. Pyonuyvxuil,

B.I'. babenko, [].A. Kunses // Hayka i mexuixa Ilogimpsanux
Kpim nporo oneparis Fs He mpupaTtha pst 3acto-  Cun 36potinux Cun Yrpainu: nayx.-mexu. scypn. — X.: XYIIC
im. I Kooiceoyba. —2011. —Ne 2 (6). — C. 112-114.
3. Hnvun B.A. Jluneiinas ancebpa: Yueb. onsa ey3os /
B.A. Hnvun, O.I. Hosusax. — 4-e uzo. — M.: Haxa. @uzmam-
aum, 1999. — 296 c.

CyBaHHS B MaTPUYHHX ONEpalisiXx KpHUITOrpadigyHoro
IIEPETBOPEHHSI, TOMY 11O il 3aCTOCYBaHHs IPU3BEIE 10
BTpaTH iHpopMalii.

AHaJti3 BIacTHBOCTEH orepalliii B Ta0n. 1 mokasas,
10 3 24 CHHTE30BaHMX OIEpaIliil JIUIIE TepIm 5 BiApi3-
HSIOTBCSL pe3yIbTaTaMHd CBOTO BUKOHAHHS, BCi 1HIII
MIOBTOPIOIOTH 1X pe3yNbTaTy.

B pesympTaTi JOCHiIKEHHS BCTaHOBJIEHO, ILO Hadiiuna do pedonezii 3.03.2014
MHOXKUHY OIlepariii ABOpo3psIHOro KpurTorpadigHoro
JIOIABAHHS 32 MOAYJIEM JBa MPHUAATHY Ul IPAKTHYHO-  PeleH3eHT: 1-p TexH. Hayk, npod. B.M. Pynnunpkuit, Uep-
IO BUKOPUCTaHHS PO3IIMPEHO Ha TPU Onepaii. KachbKHi JiepxaBHUII TeXHOIOriuHMil yHiBepcurer, Uepkacu.

CUHTE3 U AHAINN3 OMEPALIMA KPUNTOMPA®UYECKOIO CNOXEHUA
no mMmoaynto ABA

B.T". babenko, H.B. Jlaga

B cmamwe ocywjecmenen cunmes u anaauz Spynnvl onepayuii 08yXpaspaoHo2o KpUnmozpaguueckoil CiodceHus no Mooy
0sa. Jlokazano, 4umo CuHmMe3uposaHHas SPynna onepayuil A6AEmcs epynnoll nepecmano8ox U NOKA3aHa ee npueooHOCmy ONisi
UCNONB30BAHUA 8 AICOPUMMAX KPUNMOPAGuuecKkoeo npeobpazosanus. B pesynvmame uccnedo8anus ycmamoeneHo, Yymo mMHo-
Jcecmeo onepayuil KpURMospaguyueckoil ClodiceHuss N0 MOOYII0 08a MOJICHO NPUMEHAMY Ol NPAKMUYECKO20 UCTONb306aANUs
071 pacuiupensi Konu4ecmea onepayuli Kpunmoepaguueckozo npeobpazosanus uHgopmayuu.

Kniouegvie cnosa: xpunmocpaghuueckue ancopummbl, onepayuu Kpunmozpaguyeckozo npeobpazosanus, onepayus cio-
JACEHUS NO MOOYIIO 08A, KOMMYMAMUSHOCY, IKEUSATEHIMHOCY, 2PYNNA NEPECMAHOBOK.

SYNTHESIS AND ANALYSIS OF OPERATIONS OF CRYPTOGRAPHIC
ADDITION MODULO TWO

V.G. Babenko, N.V. Lada

In this article the synthesis and analysis of group 2-digit cryptographic operations of addition modulo two have been done.
We prove that the synthesized group of operations is the permutation group and shown its suitability for use in cryptographic
transformation algorithms. The study found that many cryptographic operations of addition modulo two can be used for practical
applications to expand the number of operations of a cryptographic transformation of the information.

Keywords: cryptographic algorithms, operations of cryptographic transformation, the operation of addition modulo two,
the commutativity, the equivalence, group of permutations.
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